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Abstract

The paper deals with the problem of estimating the information security of data exchange through the USB interface with regard
to compromising electromagnetic emanations. There is proposed a specialized procedure for detecting and measuring the
intensity of informative components of compromising electromagnetic emanations. It is based on the formation of the
specialized in-formation packets in the data exchange channel, their transmission being accompanied by the appearance of radio
emissions with a linear spectrum. The concentration of power generated by compromising electromagnetic emanations in a set
of narrow-band radiations provided by such testing facilitates their detection against the background of other components of
compromising electromagnetic emanations having the other sources of origin. Recommendations are given on the choice of
testing length in order to maximize the probability of capturing signal samples.

Keywords: Radio monitoring; compromising electromagnetic emanations; detection of informative components; interception
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1. Introduction « displaying information on the monitor screen;
e keyboard input;
1.1. Peculiar properties of compromising « writing information to data storage;
electromagnetic emanations « reading information from data storage;

.. . . e datatransmission in communication channels, etc.
Compromising electromagnetic emanations (CEE) are

unwanted radio emission, accompanying information
processing in PC units and other technical means
(Rembovsky, Ashikhmin, Kozmin, and Smolskiy,
2009). CEE occur, for example, when performing
operations such as

The characteristics of the emerging CEE are
interrelated with the processed or transmitted data.
Therefore, it is possible to recover (intercept) the
processed information by analyzing the changes in
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these emanations with the intelligence receiver
applied. In order to check the danger of information
leakage through such a technical channel, it is
necessary to control the intensity of informative
components of CEE. This creates the need to develop
algorithms for CEE detection.

1.2. Research into the detection and interception of
CEE and its importance

CEE have a low intensity and even with special
equipment their interception is a difficult technical
task. However, in the rare cases when a certain
functioning channel of information creates leakage due
to a combination of random factors, the danger of the
CEE phenomenon is extremely high because of its
invisibility. In this regard, since the openly published
paper by Van Eyck (1985), information security
specialists pay considerable attention to the CEE
checking.

The methodology for calculating and measuring the
intensity of electromagnetic fields generated by CEE, as
well as the recommendations for calculating the
radiuses of areas secure from information leakage can
be found, for example, in the studies by Sudarikov and
Romashchenko (2011), Lykov and Syagaev (2012),
Korolev (2013), Zidong and Yuanhui (2014). Useful
information for calculating the attenuation of the CEE
on the objects of computerization can be found in the
papers by Asotov et al (2015a, 2015b, 2017). A separate
group of studies is devoted to the development and
description of radio monitoring complexes intended
for the analysis of CEE, as well as to detailing the
algorithms for assessing the protection of information
from leakage through the CEE channel (Buzov, Kalinin,
and Kondrat'ev, 2005; Tupota, Kozmin, and Tokarev
2006; Horev 2007; Cazanaru, Cosereanu, and Szilagry,
2011; Frankland, 2011; Filippovich, 2014; Ulas et al,
2014). A number of studies devoted to the issues of
intercepting information entered from the keyboard
(Vuagnoux and Pasini, 2009; Vuagnoux and Pasini,
2010; Dmitryiev, Stepanyan, and Fisenko, 2013; Ahsan,
Islam, and Islam, 2014; Sokolov, Astretsov, and
Kobyakov, 2015) or transmitted via USB 2.0 interface
(Nowosielski and Wnuk, 2014). Nevertheless, the
methods of security assessment presented in common
publications remain poorly detailed and very time-
consuming, especially in terms of testing the devices
and interfaces characterized by the asynchronous
nature of data transmission. From this point of view,
the estimation of how secure the particular
information is from the interception through the CEE
channel when recording or reading information to and
from a variety of data storage devices is particularly
interesting and requires attention. However, before
specifying the details of the studies arising from the
peculiarities of the processes of data reading and
writing from/to information carriers, it is necessary to
determine the technological fundamentals of the CEE
dangerous component detection.

2. The method to detect the informative
components of CEE

2.1. Comparative analysis of approaches to the
problem of detecting the components of CEE

The approaches used to study the CEE components can
be divided into two groups, at least, depending on their
functions and functionality as well as on the
technological limitations imposed on the data
collection procedures.

In some cases, the purpose of research is to study the
mechanisms for CEE causation and their patterns
characteristic for different kinds of equipment. For
example, one wants to determine the possible ways to
reduce the level of spurious emissions produced by a
particular class of devices. Such studies presuppose the
possibility, and even the necessity, of the physical
access of the researcher to the individual blocks and
nodes of the tested device. In this case, the focus is on
the study of the relations between the electrical signals
logged at the internal contacts of the tested devices and
the radio emissions that appear in a particular
frequency band. Such researches include, for example,
a paper presented by Lidstedt (2019), where the value
of the normalized cross-correlation between the
received radio emissions and the signals taken from the
contacts of the control circuits of the analyzed device is
considered as a “tool” for CEE detection.

Another group of studies includes the ones where a
certain device generating CEE is used as it is. That is, in
this case, no direct physical connection to the device
nodes is possible, and the purpose of the study is to
estimate the level of security and protection that the
information procession carried out by such a device
provides against the malicious interception engineered
in technical intelligence environments. A list of
approaches and methods that are involved in such
conditions in order to reveal the CEE informative
components was rather fully presented by Zhigunova
(2009), for example. This list includes such five
methods as the spectral panoramas comparison
method, the audio-visual method, the expert method,
the correlation-parametric and the correlation
methods. The first of them is the most universal and is
based on the development of the specialized (possibly,
artificial) operating modes for different units of the
tested equipment. In these modes, the signals
providing information processing are strictly periodic.
In such conditions, on the air, the informative
components of CEE of the tested units are concentrated
in the form of the narrow-band radio emissions with a
linear spectrum that makes them more distinct at the
background of the natural additive noise. The operation
of many software and hardware systems for CEE
detection is based on this technique.

It should be noted, however, that, in a dynamically
changing radio environment, when detecting the CEE
components in wide frequency ranges, the spectral
panoramas comparison method makes it possible to



reveal multiple "false targets", and, therefore, it is
usually used as a means of generating a set of
"suspicious" frequencies only. During the further
phases of the study, each component of this set should
be separately retested for containing informative
content by means of the other methods mentioned
above. As a result, the procedure for detecting the
informative components of CEE appears to be rather
lengthy and laborious.

2.2. Designing the equipment for the detection of the
CEE informative components

Thus, in order to detect the CEE components in wide
frequency ranges, there should be provided the
switching between the test modes of the examined
equipment units that are characterized by the
periodicity of information signals. This allows us to
propose an alternative method for detecting the CEE
informative components (Tokarev et al, 2016). It is
based on the arrangement and maintenance of the
software control of the operating mode of the tested
equipment units, providing automatic switching of the
test mode with a periodic type of the signals on and off.
Detection of the CEE informative components by
alternating change of the operating modes of the tested
unit can be carried out, only if there have been
accumulated R, time series of the received signals that
correspond to the active mode (marked by the periodic
behavior of the processing signals), together with R,
time series of the received signals that correspond to
the passive mode. Next, for each time series there
should be calculated the periodograms

X = |éen ()],
where ¢ (n) is the discrete complex spectrum for the

r-th time series calculated by means of the fast Fourier
transformation

N-1
. 1 . nk
Cmy(m) = N Z sy w(k) exp (—127T W) ,
i=0
0<n<N-1.

Here k is the ordinal number of a sample out of the time
series s¢(k); w(k) are the samples of the weight
function used to reduce the effect of the spectrum
components infiltration upon the neighboring
frequencies; n is the reference number that determines
the frequency in the periodogram X,(n). Based on the
values of the n-th samples obtained for the active mode
of operation of the tested equipment, it is necessary to
form a vector y= {y(l) M),y (™), ..., y(Ry)(n)}. Similar
values obtained in the passive operating mode of the
tested equipment should be combined into a vector 7 =
{zay(), z»(M), ..., zr,)(M)}. To check the belonging of the
emanations appearing at the n-th frequency to the
informative components of the CEE, the statistics
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proposed by Tokarev et al (2016) should be used:
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and c is the selected decision threshold. The studies
held by Tokarev, Pitolin, Beletskaya, and Bulgakov
(2016) show that the statistics (1) are very sensitive and
allows correct recognition of even very weak CEE
informative components. Thus, it is recommended to
select the decision threshold from the criteria

Qy,(n) =115<c < 15.

2.3. The problem of creating test modes with the
periodic signal behavior for the tested blocks
that perform asynchronous information transfer

Summing up, one should note that if the blocks tested
for information leakage through the CEE allow
performing their switching from the passive mode to
the mode of periodic signal processing, the control of
the CEE components created by these blocks can be
carried out very effectively. But for blocks carrying out
the asynchronous packet data transfer it is very
difficult to facilitate such a mode. In the further part of
the paper we will discuss the possibility and the
technology of creating such a mode in relation to the
recording or reading of information from data storage
with USB interface.

3. The signal structure when working with the
USB interface

3.1. The peculiarities of the USB interface

Physically, the USB interface is a four-wire bus.
Information exchange is carried out through the two
differential signal lines "D+" and "D-" with NRZI
coding. The other two lines are used to supply +5 V
voltage to the devices. The range of values of the
voltage amplitude in the differential pair for Low-
Speed and Full-Speed modes ranges from 0.8 to 2.5 V,
and for High-Speed from "minus" 50 to 500 mV
(nominal value is equal 200 mV). The resistance of the
lines is 100 Ohms. The bit width of the interface is 1 bit
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(Universal Serial Bus Specification, 2000).

An informative signal is transmitted through the
interface as a serial potential NRZI (Non Return To Zero
Invert) code. When transmitting informative "1" by the
differential pair, the current direction does not change,
informative "0" corresponds to the change of the
current direction to the opposite. Therefore, to create a
periodic structure signal in the data lines, a sequence of
zero bytes should be passed through them. The clock
frequency of the signal in the interface depends on
interface standard and the device operation mode; the
frequency of informative pulses generated by the test is
1/2 of the clock frequency of the interface. The parameters
of the interfaces are defined by the standard. Parameters
of informative signals are given in Table 1. Actual
frequency values may differ slightly from those shown in
the Table 1.

Table 1. The parameters of the informative signals for different
interface operation modes.

Interface Clock Clock frequency  Pulse Standard
operation  frequency of of the duration
mode the interface, informative Tpulse, NS
MHz pulses, MHz
Low-Speed up to 1.5 up to 0.750 666.7 USB 1.0
Full-Speed upto12 upto 6 83.33 USB1.1
High-Speed up to 480 up to 240 2.08 USB 2.0

3.2. Creating an active (test) mode when writing or
reading data to and from USB data storage

In order to understand the physical basis of creating a
test mode, it is necessary to take into account that the
data is transmitted through the interface in packets
(for example, 512 bytes long for Full-Speed) in
accordance with a certain exchange Protocol.
Moreover, even in the absence of explicit data
transmission operations, service information packets
are transmitted over the signal lines (Universal Serial
Bus Specification, 2000). In particular, when
connecting a flash drive without activating the
processes of reading and writing information at the
physical level, you can observe the relatively periodic
sequence of SOF (Start of Frame) packets shown in
Figure 1. These synchro packages are displayed on a
larger scale in Figure 2. As it can be seen from Figure 2,
synchro packets have a rather complex shape and
duration of about 0.12 ps, and it is not possible to
remove them from the signal lines (in accordance with
the standard) during normal operation of the USB
interface.

When data exchange between PC and external
storage is activated, data packets appear on signal lines
in addition to synchro packets. In Figure 3, it is presented
a part of the activity of the signal lines, reflecting the
coexistence on these lines of service packages and data
packages. It should be borne in mind that even with an
infinite write cycle, the signal lines are not 100% busy
and the transmission intervals of the data packets
alternate with the transmission intervals of only the
service clock packets. A similar variant of signal lines

occupancy that is observed in the course of writing data
to a flash drive, shown in Figure 4.

So, when the procedure of writing data to an external
data storage is starting, a complex, batch mode of
signal exchange in the signal lines of the USB interface
is still maintained. Throughout the data package,
consisting only of zero characters, in the signal lines
the oscillation is really formed close by the shape to the
meander and having a frequency (for USB 2.0) 240 MHz
(see Figure 5). However, these packets are separated by
extended pauses and sets of service sync packets.
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Figure 1. Narrow vertical highlights correspond to service synchro
packets transmitted at intervals of about 125 ps
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Figure 2. Detailed view of synchro packages
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Figure 3. Appearance of the information package when recording
information on flash data storage
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Figure 4. The exchange of synchro packets during recording
information on flash-drive data storage

If instead of zero bytes one sends packets consisting
only of units, the character of the generated signals will
change. The peculiarities of the coding procedure will
lead to the appearance of a meander with the
approximately 6 times lower frequency (see Figure 6).
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Figure 5. The structure of the data packet when transmitting a
sequence of zero bytes
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Figure 6. The structure of the data packet when transmitting a
sequence of zero bytes

The behavior of data exchange in read mode is not
different from the above demonstrated.

4. Results and Discussion

4.1. The procedure for evaluating the information
security of writing and reading data from data
storage with USB interface

The above information formed the basis for the
operation of the procedure for checking data storage
devices with a USB interface, which is part of the special
software SMO-RAPIRA, designed to work with radio
monitoring complexes produced by the research and
production company "IRCOS" (Moscow, Russia). This
software is designed for the comprehensive testing of
the computerization objects focusing on determining
the level of protection the information has against the
leakage through the CEE (Rembovsky, Ashikhmin,
Kozmin, and Smolskiy, 2018).

The test "tst__usbdrive" can be used for testing flash
drives, card readers, etc. When several drives are
connected to the system, their testing is carried out in
series under the manual control of the operator. Since
the information exchange is involved, the data storage
device and PC as the transmitter and the receiver of
information, the object of testing is "bundle": PC and
data storage. To carry out the test, you should install a
testing program on the PC that participate in the
exchange and operates in the environment of Microsoft
Windows operating systems, starting from XP to
Windows 10 x32 or x64. You must provide permission
for writing data to the root directory of the selected
logical drive of the tested drive, the size of the free
space on which must be at least 1 MB.

In the immediate environment of the inspected PC,
the receiving antenna of the radio monitoring complex
should be placed, which will be used to search for
informative components of CEE.

After starting the test "tst_usbdrive" the operator
needs to
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a) open the USB drive test settings and specify the

logical partition that belongs to the target physical data
storage;

b) specify "fill Type" = "Zeros" to generate the test

signal with the highest possible frequency;

¢) specify the size of the data buffer, the

recommended value of which is at least 256 KB.

During estimation of the information security of

data exchange via USB interface, it is recommended to
use sufficiently large size of the data buffer, the length
of the test should be at least 1 minute to collect data in
a wide band of radio frequencies, and there should be
carried out the switching from the active to the passive
operating modes of the test to maximize the probability
of capturing signal samples corresponding to the
moments of information data packets transmission.

In parallel with the activation of the "tst_ usbdrive"

test, the radio monitoring system operating under
SMO-RAPIRA software starts analyzing the radio
environment, accumulating data time series for a wide
band of radio frequencies during periodic switching of
the tested units from the passive state to the active
state and back. Upon completion of the data collection
stage, the accumulated time series are converted into
the frequency domain and, for the sets of samples
characterizing the change in the intensity of the
spectrum components at different frequencies, the
procedure for checking the belonging of these samples
to the informative components of CEE is performed in
accordance with the recommendations of section 1.3 of
this paper.

If the informative components of CEE can be

detected and their intensity recorded by the radio
monitoring
background noise, it is necessary to evaluate the danger
of detected CEE from the standpoint of the possible
information leakage. The specific mechanism of such
an evaluation depends on the requirements for
information security, but the approaches described, for
example, in the papers by Tupota, Kozmin, and Tokarev
(2006) as well as Horev (2007) can be recommended as
a basic recommendation. At the same time, for the
correct application of the calculation ratios proposed in
these studies, it is necessary to take into account the
correction for the packet behavior of data exchange
when using the USB interface. For this purpose, based
on the information from the test "tst_usbdrive", it is
necessary to compare the amount of data transmitted
or read in 1 second from the data storage V,,; with the
maximum possible amount of such data

system significantly exceeds the

1
4 /Tpulsemax

that could be transmitted (received) at the same time,
if the data exchange went without pauses, in a
continuous mode (see Table 1).

A smaller amount of real data exchange is associated

with the existence of pauses between data packets. At
the same time, the components of CEE registered by the
radio monitoring complex reflect the power of these
packets together with all the pauses accompanying the
data transmission process, and therefore the real
power of the packet signals, which could be registered
with accurate synchronization of the data collection
process with the moments of packet formation, will be
noticeably greater.

Thus, in the analysis of information protection
against the leakage through the CEE, the power of
informative components of CEE registered by the radio
monitoring complex should be increased by

k= Vmax/Vreal 1/VrealTpulse [times].

5. Conclusions

The proposed algorithm for detecting and testing the
informativeness of the CEE components is focused on
the use of broadband radio monitoring equipment and
the creation of quasi-harmonic data packets at the data
exchange buses. Such an artificial mode contributes to
the appearance of an emanation of a set of narrow-
band spectrum lines on air, accompanying the process
of writing or reading information. This approach
allows for more accurate measurements of the
components of the CEE against the background noise.

The solutions proposed and described in the paper
can be useful for information security specialists in
evaluation the protection of information at the
computerization objects against the leakage through
the CEE.
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